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Complex vulnerable systems can have different states corresponding to different
combinations of available elements composing the system. Each state is characterized by
a system performance rate, which is the quantitative measure of a system's ability to
perform its task. Both the impact of external factors (attack) and internal causes (failures)
affect system survivability, which is determined as probability of meeting a given
demand.

One of the ways to enhance the system survivability is to separate elements with the
same functionality (parallel elements). Since system elements can have different
performance rates and different availability, the way in which they are separated strongly
affects system survivability. We formulate the problem of how to separate the elements
of series-parallel system in order to achieve a maximal possible level of system
survivability by the limited cost. Another way to increase the system survivability is to
protect its elements or groups of them. We present the algorithms for evaluating
survivability of protected systems (including systems with multilevel protection in which
protected subsystems are destroyed by external impacts only if all of the levels of their
protection are destroyed), introduce the protection survivability importance index and
formulate the optimal protection problem. Finally we consider the case when the system
with multilevel protection is exposed to multiple factor impacts.
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